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The LIBRARY of CONGRESS . THOMAS

S4ES

110th CONGRESS
1st Session

S. 4

AN ACT

To make the United States more secure by implementing unfinished
recommendations of the 9/11 Commission to fight the war on terror more
effectively, to improve homeland security, and for other purposes.

Be it enacted by the Senate and House of Representatives of the United
States of America in Congress assembled,

SECTION 1. SHORT TITLE.

This Act may be cited as the ~Improving America's Security Act of 2007".
SEC. 2. DEFINITIONS.

In this Act:

(1) DEPARTMENT- The term ~Department’ means the Department of
Homeland Security.

(2) SECRETARY- The term ~Secretary' means the Secretary of
Homeland Security.

SEC. 3. TABLE OF CONTENTS.
The table of contents for this Act is as follows:

Sec. 1. Short title.
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Sec. 2. Definitions.

Sec. 3. Table of contents.

TITLE 1--IMPROVING INTELLIGENCE AND INFORMATION SHARING
WITHIN THE FEDERAL GOVERNMENT AND WITH STATE, LOCAL, AND
TRIBAL GOVERNMENTS

Subtitle A--Homeland Security Information Sharing Enhancement
Sec. 111. Homeland Security Advisory System and information sharing.
Sec. 112. Information sharing.

Sec. 113. Intelligence training development for State and local
government officials.

Sec. 114. Information sharing incentives.

Subtitle B--Homeland Security Information Sharing Partnerships
Sec. 121. State, Local, and Regional Fusion Center Initiative.

Sec. 122. Homeland Security Information Sharing Fellows Program.
Sec. 123. Rural Policing Institute.

Subtitle C--Interagency Threat Assessment and Coordination Group
Sec. 131. Interagency Threat Assessment and Coordination Group.
TITLE 11--HOMELAND SECURITY GRANTS

Sec. 201. Short title.

Sec. 202. Homeland Security Grant Program.

Sec. 203. Equipment technical assistance training.
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Sec. 204. Technical and conforming amendments.
TITLE 111--COMMUNICATIONS OPERABILITY AND INTEROPERABILITY

Sec. 301. Dedicated funding to achieve emergency communications
operability and interoperable communications.

Sec. 302. Border Interoperability Demonstration Project.

TITLE 1V--EMERGENCY MANAGEMENT PERFORMANCE GRANTS
PROGRAM

Sec. 401. Emergency Management Performance Grants Program.
TITLE V--ENHANCING SECURITY OF INTERNATIONAL TRAVEL

Sec. 501. Modernization of the visa waiver program.

Sec. 502. Strengthening the capabilities of the Human Smuggling and
Trafficking Center.

Sec. 503. Enhancements to the Terrorist Travel Program.
Sec. 504. Enhanced driver's license.
Sec. 505. Western Hemisphere Travel Initiative.

Sec. 506. Model ports-of-entry.
TITLE VI--PRIVACY AND CIVIL LIBERTIES MATTERS

Sec. 601. Modification of authorities relating to Privacy and Civil
Liberties Oversight Board.

Sec. 602. Privacy and civil liberties officers.
Sec. 603. Department Privacy Officer.

Sec. 604. Federal Agency Data Mining Reporting Act of 2007.
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TITLE VII--ENHANCED DEFENSES AGAINST WEAPONS OF MASS
DESTRUCTION

Sec. 701. National Biosurveillance Integration Center.
Sec. 702. Biosurveillance efforts.

Sec. 703. Interagency coordination to enhance defenses against
nuclear and radiological weapons of mass destruction.

TITLE VIII--PRIVATE SECTOR PREPAREDNESS
Sec. 801. Definitions.
Sec. 802. Responsibilities of the private sector office of the department.

Sec. 803. Voluntary national preparedness standards compliance;
accreditation and certification program for the private sector.

Sec. 804. Sense of Congress regarding promoting an international
standard for private sector preparedness.

Sec. 805. Demonstration project.
Sec. 806. Report to Congress.

Sec. 807. Rule of construction.

TITLE IX--TRANSPORTATION SECURITY PLANNING AND
INFORMATION SHARING

Sec. 901. Transportation security strategic planning.
Sec. 902. Transportation security information sharing.

Sec. 903. Transportation Security Administration personnel
management.

Sec. 904. Appeal rights and employee engagement mechanism for
passenger and property screeners.
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Sec. 905. Plan for 100 percent scanning of cargo containers.
TITLE X--INCIDENT COMMAND SYSTEM

Sec. 1001. Preidentifying and evaluating multijurisdictional facilities to
strengthen incident command; private sector preparedness.

Sec. 1002. Credentialing and typing to strengthen incident command.

TITLE XI--CRITICAL INFRASTRUCTURE PROTECTION
Sec. 1101. Critical infrastructure protection.
Sec. 1102. Risk assessment and report.
Sec. 1103. Use of existing capabilities.

Sec. 1104. Priorities and allocations.

TITLE X11--CONGRESSIONAL OVERSIGHT OF INTELLIGENCE

Sec. 1201. Availability to public of certain intelligence funding
information.

Sec. 1202. Response of intelligence community to requests from
Congress.

Sec. 1203. Public Interest Declassification Board.

Sec. 1204. Sense of the Senate regarding a report on the 9/11
Commission recommendations with respect to intelligence reform and
congressional intelligence oversight reform.

Sec. 1205. Availability of funds for the Public Interest Declassification
Board.

Sec. 1206. Availability of the Executive Summary of the Report on
Central Intelligence Agency Accountability Regarding the Terrorist
Attacks of September 11, 2001.
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TITLE XI111--INTERNATIONAL COOPERATION ON ANTITERRORISM
TECHNOLOGIES

Sec. 1301. Promoting antiterrorism capabilities through international
cooperation.

Sec. 1302. Transparency of funds.

TITLE XIV--TRANSPORTATION AND INTEROPERABLE
COMMUNICATION CAPABILITIES

Sec. 1401. Short title.

Subtitle A--Surface Transportation and Rail Security

Sec. 1411. Definition.

PART I--Improved Rail Security
Sec. 1421. Rail transportation security risk assessment.
Sec. 1422. Systemwide Amtrak security upgrades.
Sec. 1423. Fire and life-safety improvements.
Sec. 1424. Freight and passenger rail security upgrades.
Sec. 1425. Rail security research and development.
Sec. 1426. Oversight and grant procedures.

Sec. 1427. Amtrak plan to assist families of passengers involved in rail
passenger accidents.

Sec. 1428. Northern border rail passenger report.
Sec. 1429. Rail worker security training program.

Sec. 1430. Whistleblower protection program.
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1431.

1432.

1433.

1434.

1435.

1436.

1437.

1438.

contracts.

High hazard material security risk mitigation plans.
Enforcement authority.

Rail security enhancements.

Public awareness.

Railroad high hazard material tracking.

Unified carrier registration system plan agreement.
Authorization of appropriations.

Applicability of District of Columbia law to certain Amtrak

PART Il--Improved Motor Carrier, Bus, and Hazardous Material Security

Sec.

Sec.

Sec.

Sec.

Sec.

Sec.

Sec.

Sec.

Sec.

Sec.

Sec.

1441.

1442.

1443.

1444.

1445.

1446.

1447.

1448.

1449.

1450.

1451.

Hazardous materials highway routing.

Motor carrier high hazard material tracking.

Memorandum of agreement.

Hazardous materials security inspections and enforcement.
Truck security assessment.

National public sector response system.

Over-the-road bus security assistance.

Pipeline security and incident recovery plan.

Pipeline security inspections and enforcement.

Technical corrections.

Certain personnel limitations not to apply.
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Sec. 1452. Maritime and surface transportation security user fee study.

Sec. 1453. DHS Inspector General report on Highway Watch grant
program.

Sec. 1454. Prohibition of issuance of transportation security cards to
convicted felons.

Sec. 1455. Prohibition of issuance of transportation security cards to
convicted felons.

Subtitle B--Aviation Security Improvement
Sec. 1461. Extension of authorization for aviation security funding.
Sec. 1462. Passenger aircraft cargo screening.
Sec. 1463. Blast-resistant cargo containers.
Sec. 1464. Protection of air cargo on passenger planes from explosives.
Sec. 1465. In-line baggage screening.
Sec. 1466. Enhancement of in-line baggage system deployment.

Sec. 1467. Research and development of aviation transportation
security technology.

Sec. 1468. Certain TSA personnel limitations not to apply.
Sec. 1469. Specialized training.
Sec. 1470. Explosive detection at passenger screening checkpoints.

Sec. 1471. Appeal and redress process for passengers wrongly delayed
or prohibited from boarding a flight.

Sec. 1472. Strategic plan to test and implement advanced passenger
prescreening system.
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1473.

1474.

1475.

1476.

1477.

1478.

1479.

Repair station security.

General aviation security.

Security credentials for airline crews.

National explosives detection canine team training center.
Law enforcement biometric credential.

Employee retention internship program.

Pilot project to reduce the number of transportation

security officers at airport exit lanes.

Subtitle C--Interoperable Emergency Communications

Sec.

Sec.

Sec.

Sec.

Sec.

1481.

1482.

1483.

1484.

1485.

Interoperable emergency communications.
Rule of construction.

Cross border interoperability reports.
Extension of short quorum.

Requiring reports to be submitted to certain committees.

TITLE XV--PUBLIC TRANSPORTATION TERRORISM PREVENTION

Sec.

Sec.

Sec.

Sec.

Sec.

Sec.

1501

1502

1503

1504

1505

1506

. Short title.

. Findings.

. Security assessments.

. Security assistance grants.

. Public transportation security training program.

. Intelligence sharing.
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Sec. 1507. Research, development, and demonstration grants and
contracts.

Sec. 1508. Reporting requirements.
Sec. 1509. Authorization of appropriations.
Sec. 1510. Sunset provision.
TITLE XVI--MISCELLANEOUS PROVISIONS
Sec. 1601. Deputy Secretary of Homeland Security for Management.

Sec. 1602. Sense of the Senate regarding combating domestic
radicalization.

Sec. 1603. Sense of the Senate regarding oversight of Homeland
Security.

Sec. 1604. Report regarding border security.

Sec. 1605. Law Enforcement Assistance Force.

Sec. 1606. Quadrennial homeland security review.

Sec. 1607. Integration of detection equipment and technologies.
TITLE XVII1--911 MODERNIZATION

Sec. 1701. Short title.

Sec. 1702. Funding for program.

Sec. 1703. NTIA coordination of E-911 implementation.

TITLE XVIII--MODERNIZATION OF THE AMERICAN NATIONAL RED
CROSS

Sec. 1801. Short title.
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. 1802.

1803.

1804.

1805.

1806.

1807.

1808.

1809.

1810.

. 1811.

Findings; Sense of Congress.
Organization.

Purposes.

Membership and chapters.
Board of governors.

Powers.

Annual meeting.

Endowment fund.

Annual report and audit.

Comptroller General of the United States and Office of the

Ombudsman.

TITLE XI1X--ADVANCEMENT OF DEMOCRATIC VALUES

Sec. 1901. Short title.

Sec. 1902. Findings.

Sec

Sec

. 1903.

. 1904.

Statement of policy.

Definitions.

Subtitle A--Liaison Officers and Fellowship Program To Enhance the
Promotion of Democracy

Sec. 1911. Democracy Liaison Officers.

Sec. 1912. Democracy Fellowship Program.

Sec. 1913. Transparency of United States broadcasting to assist in
oversight and ensure promotion of human rights and democracy in
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international broadcasts.

Subtitle B--Annual Report on Advancing Freedom and Democracy
Sec. 1921. Annual report.

Sec. 1922. Sense of Congress on translation of human rights reports.

Subtitle C--Advisory Committee on Democracy Promotion and the
Internet Website of the Department of State

Sec. 1931. Advisory Committee on Democracy Promotion.

Sec. 1932. Sense of Congress on the Internet website of the
Department of State.

Subtitle D--Training in Democracy and Human Rights; Promotions

Sec. 1941. Sense of Congress on training in democracy and human
rights.

Sec. 1942. Sense of Congress on ADVANCE Democracy Award.
Sec. 1943. Promotions.

Sec. 1944. Programs by United States missions in foreign countries
and activities of chiefs of mission.

Subtitle E--Alliances With Democratic Countries
Sec. 1951. Alliances with democratic countries.

Subtitle F--Funding for Promotion of Democracy
Sec. 1961. Sense of Congress on the United Nations Democracy Fund.
Sec. 1962. The Human Rights and Democracy Fund.

TITLE I--IMPROVING INTELLIGENCE AND INFORMATION SHARING WITHIN THE
FEDERAL GOVERNMENT AND WITH STATE, LOCAL, AND TRIBAL GOVERNMENTS
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Subtitle A--Homeland Security Information Sharing Enhancement

SEC. 111. HOMELAND SECURITY ADVISORY SYSTEM AND
INFORMATION SHARING.

(a) Advisory System and Information Sharing-

(1) IN GENERAL- Subtitle A of title 1l of the Homeland Security Act of

2002 (6 U.S.C. 121 et seq.) is amended by adding at the end the
following:

“SEC. 203. HOMELAND SECURITY ADVISORY SYSTEM.

~(a) Requirement- The Secretary shall administer the Homeland Security
Advisory System in accordance with this section to provide warnings
regarding the risk of terrorist attacks on the homeland to Federal, State,
local, and tribal government authorities and to the people of the United

States, as appropriate. The Secretary shall exercise primary responsibility
for providing such warnings.

~(b) Required Elements- In administering the Homeland Security Advisory
System, the Secretary shall--

~(1) establish criteria for the issuance and revocation of such warnings;

~(2) develop a methodology, relying on the criteria established under
paragraph (1), for the issuance and revocation of such warnings;

~(3) provide, in each such warning, specific information and advice
regarding appropriate protective measures and countermeasures that
may be taken in response to that risk, at the maximum level of detail
practicable to enable individuals, government entities, emergency
response providers, and the private sector to act appropriately; and

~(4) whenever possible, limit the scope of each such warning to a
specific region, locality, or economic sector believed to be at risk.

“SEC. 204. HOMELAND SECURITY INFORMATION SHARING.

~(a) Information Sharing- Consistent with section 1016 of the Intelligence

http://thomas.loc.gov/cgi-bin/query/C?c110:./temp/~c110Z9saYY (13 of 307) [11/27/2007 10:10:51 AM]




Search Results - THOMAS (Library of Congress)

Reform and Terrorism Prevention Act of 2004 (6 U.S.C. 485), the Secretary
shall integrate and standardize the information of the intelligence
components of the Department, except for any internal protocols of such
intelligence components, to be administered by the Chief Intelligence Officer.

~(b) Information Sharing and Knowledge Management Officers- For each
intelligence component of the Department, the Secretary shall designate an
information sharing and knowledge management officer who shall report to
the Chief Intelligence Officer regarding coordinating the different systems
used in the Department to gather and disseminate homeland security
information.

~(c) State, Local, and Private-Sector Sources of Information-

(1) ESTABLISHMENT OF BUSINESS PROCESSES- The Chief
Intelligence Officer shall--

~(A) establish Department-wide procedures for the review and
analysis of information gathered from sources in State, local, and
tribal government and the private sector;

~(B) as appropriate, integrate such information into the
information gathered by the Department and other departments
and agencies of the Federal Government; and

~(C) make available such information, as appropriate, within the
Department and to other departments and agencies of the
Federal Government.

~(2) FEEDBACK- The Secretary shall develop mechanisms to provide
feedback regarding the analysis and utility of information provided by
any entity of State, local, or tribal government or the private sector
that gathers information and provides such information to the
Department.

~(d) Training and Evaluation of Employees-

~(1) TRAINING- The Chief Intelligence Officer shall provide to
employees of the Department opportunities for training and education
to develop an understanding of--

~(A) the definition of homeland security information; and
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~(B) how information available to such employees as part of their
duties--

~ (i) might qualify as homeland security information; and

~(ii) might be relevant to the intelligence components of
the Department.

~(2) EVALUATIONS- The Chief Intelligence Officer shall--

~(A) on an ongoing basis, evaluate how employees of the Office
of Intelligence and Analysis and the intelligence components of
the Department are utilizing homeland security information,
sharing information within the Department, as described in this
subtitle, and participating in the information sharing environment
established under section 1016 of the Intelligence Reform and
Terrorism Prevention Act of 2004 (6 U.S.C. 485); and

~(B) provide a report regarding any evaluation under
subparagraph (A) to the appropriate component heads.

“SEC. 205. COORDINATION WITH INFORMATION SHARING
ENVIRONMENT.

~All activities to comply with sections 203 and 204 shall be--

(1) implemented in coordination with the program manager for the
information sharing environment established under section 1016 of the
Intelligence Reform and Terrorism Prevention Act of 2004 (6 U.S.C.
485); and

~(2) consistent with and support the establishment of that
environment, and any policies, guidelines, procedures, instructions, or
standards established by the President or, as appropriate, the program
manager for the implementation and management of that
environment.'.

(2) TECHNICAL AND CONFORMING AMENDMENTS-

(A) IN GENERAL- Section 201(d) of the Homeland Security Act of
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2002 (6 U.S.C. 121(d)) is amended--
(i) by striking paragraph (7); and

(i) by redesignating paragraphs (8) through (19) as
paragraphs (7) through (18), respectively.

(B) TABLE OF CONTENTS- The table of contents in section 1(b) of
the Homeland Security Act of 2002 (6 U.S.C. 101 et seq.) is
amended by inserting after the item relating to section 202 the
following:

~Sec. 203. Homeland Security Advisory System.

~Sec. 204. Homeland Security Information Sharing.

~Sec. 205. Coordination with information sharing environment.".

(b) Intelligence Component Defined-

(1) IN GENERAL- Section 2 of the Homeland Security Act of 2002 (6 U.
S.C. 101) is amended--

(A) by redesignating paragraphs (9) through (16) as paragraphs
(10) through (17), respectively; and

(B) by inserting after paragraph (8) the following:
~(9) The term "intelligence component of the Department’ means any
directorate, agency, or other element or entity of the Department that
gathers, receives, analyzes, produces, or disseminates homeland
security information.".

(2) TECHNICAL AND CONFORMING AMENDMENTS-

(A) HOMELAND SECURITY ACT OF 2002- Section 501(11) of the
Homeland Security Act of 2002 (6 U.S.C. 311(11)) is amended
by striking ~“section 2(10)(B)' and inserting “section 2(11)(B)"'.

(B) OTHER LAW- Section 712(a) of title 14, United States Code,
iIs amended by striking “section 2(15) of the Homeland Security
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Act of 2002 (6 U.S.C. 101(15))' and inserting ~section 2(16) of
the Homeland Security Act of 2002 (6 U.S.C. 101(16))".

(c) Responsibilities of the Under Secretary for Information Analysis and
Infrastructure Protection- Section 201(d) of the Homeland Security Act of
2002 (6 U.S.C. 121(d)) is amended--

(1) in paragraph (1), by inserting ", in support of the mission
responsibilities of the Department and consistent with the functions of
the National Counterterrorism Center established under section 119 of
the National Security Act of 1947 (50 U.S.C. 50 U.S.C. 4040)," after
~and to integrate such information’; and

(2) by striking paragraph (7), as redesignated by subsection (a)(2)(A)
of this section, and inserting the following:

~(7) To review, analyze, and make recommendations for
iImprovements in the policies and procedures governing the sharing of
intelligence information, intelligence-related information, and other
information relating to homeland security within the Federal
Government and among the Federal Government and State, local, and
tribal government agencies and authorities, consistent with the
information sharing environment established under section 1016 of the
Intelligence Reform and Terrorism Prevention Act of 2004 (6 U.S.C.
485) and any policies, guidelines, procedures, instructions or standards
established by the President or, as appropriate, the program manager
for the implementation and management of that environment.'.

SEC. 112. INFORMATION SHARING.

Section 1016 of the Intelligence Reform and Terrorist Prevention Act of 2004
(6 U.S.C. 485) is amended--

(1) in subsection (a)--

(A) by redesignating paragraphs (1) through (4) as paragraphs
(2) through (5), respectively;

(B) by inserting before paragraph (2), as so redesignated, the
following:

~(1) HOMELAND SECURITY INFORMATION- The term ~“homeland
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security information' has the meaning given that term in section 892 of
the Homeland Security Act of 2002 (6 U.S.C. 482).;

(C) in paragraph (5), as so redesignated--

(i) by redesignating subparagraphs (A) through (D) as
clauses (i) through (iv), respectively, and adjusting the
margin accordingly;

(ii) by striking “terrorism information' means' and inserting
the following: ~terrorism information'--

“(A) means’;

(ii) in subparagraph (A)(iv), as so redesignated, by striking
the period at the end and inserting ~; and'; and

(iv) by adding at the end the following:

~(B) includes homeland security information and weapons of
mass destruction information.’; and

(D) by adding at the end the following:

~(6) WEAPONS OF MASS DESTRUCTION INFORMATION- The term
“weapons of mass destruction information' means information that
could reasonably be expected to assist in the development,
proliferation, or use of a weapon of mass destruction (including
chemical, biological, radiological, and nuclear weapons) that could be
used by a terrorist or a terrorist organization against the United
States, including information about the location of any stockpile of
nuclear materials that could be exploited for use in such a weapon that
could be used by a terrorist or a terrorist organization against the
United States.’;

(2) in subsection (b)(2)--
(A) in subparagraph (H), by striking ~and' at the end;

(B) in subparagraph (1), by striking the period at the end and
iInserting a semicolon; and
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(C) by adding at the end the following:

~(J) integrates the information within the scope of the
information sharing environment, including any such information
in legacy technologies;

~(K) integrates technologies, including all legacy technologies,
through Internet-based services;

~(L) allows the full range of analytic and operational activities
without the need to centralize information within the scope of the
information sharing environment;

~ (M) permits analysts to collaborate both independently and in a
group (commonly known as ~collective and noncollective
collaboration'), and across multiple levels of national security
information and controlled unclassified information;

~(N) provides a resolution process that enables changes by
authorized officials regarding rules and policies for the access,
use, and retention of information within the scope of the
information sharing environment; and

~(0) incorporates continuous, real-time, and immutable audit
capabilities, to the maximum extent practicable.’;

(3) in subsection (f)--
(A) in paragraph (1)--

(i) by striking “during the two-year period beginning on the
date of designation under this paragraph unless sooner' and
inserting ~until’; and

(ii) by striking ~“The program manager shall have and
exercise governmentwide authority.' and inserting ~Except
as otherwise expressly provided by law, the program
manager, in consultation with the head of any affected
department or agency, shall have and exercise
governmentwide authority over the sharing of information
within the scope of the information sharing environment by
all Federal departments, agencies, and components,
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irrespective of the Federal department, agency, or
component in which the program manager may be
administratively located.'; and

(B) in paragraph (2)(A)--
(i) by redesignating clause (iii) as clause (v); and
(i1) by striking clause (ii) and inserting the following:

~ (i) assist in the development of policies, as appropriate,
to foster the development and proper operation of the ISE;

~ (i) issue governmentwide procedures, guidelines,
instructions, and functional standards, as appropriate, for
the management, development, and proper operation of
the ISE;

~(iv) identify and resolve information sharing disputes
between Federal departments, agencies, and components;
and’;
(4) in subsection (g)--
(A) in paragraph (1), by striking ~during the two-year period
beginning on the date of the initial designation of the program
manager by the President under subsection (f)(1), unless sooner"
and inserting “until’;
(B) in paragraph (2)--
(i) in subparagraph (F), by striking “and’ at the end;

(i1) by redesignating subparagraph (G) as subparagraph
(); and

(iii) by inserting after subparagraph (F) the following:

~(G) assist the program manager in identifying and resolving
information sharing disputes between Federal departments,
agencies, and components;
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~(H) identify appropriate personnel for assignment to the
program manager to support staffing needs identified by the
program manager; and';

(C) in paragraph (4), by inserting " (including any subsidiary
group of the Information Sharing Council)' before ~shall not be
subject’; and

(D) by adding at the end the following:

~(5) DETAILEES- Upon a request by the Director of National
Intelligence, the departments and agencies represented on the
Information Sharing Council shall detail to the program manager, on a
reimbursable basis, appropriate personnel identified under paragraph

2)(H).";

(5) in subsection (h)(1), by striking ~and annually thereafter' and
inserting ~and not later than June 30 of each year thereafter'; and

(6) by striking subsection (j) and inserting the following:
~(j) Report on the Information Sharing Environment-

(1) IN GENERAL- Not later than 180 days after the date of enactment
of the Improving America's Security Act of 2007, the President shall
report to the Committee on Homeland Security and Governmental
Affairs of the Senate, the Select Committee on Intelligence of the
Senate, the Committee on Homeland Security of the House of
Representatives, and the Permanent Select Committee on Intelligence
of the House of Representatives on the feasibility of--

~(A) eliminating the use of any marking or process (including
~Originator Control") intended to, or having the effect of,
restricting the sharing of information within the scope of the
information sharing environment between and among
participants in the information sharing environment, unless the
President has--

~ (i) specifically exempted categories of information from
such elimination; and

http://thomas.loc.gov/cgi-bin/query/C?c110:./temp/~c110Z9saYY (21 of 307) [11/27/2007 10:10:51 AM]




Search Results - THOMAS (Library of Congress)

~ (i) reported that exemption to the committees of
Congress described in the matter preceding this
subparagraph; and

~(B) continuing to use Federal agency standards in effect on such
date of enactment for the collection, sharing, and access to
information within the scope of the information sharing
environment relating to citizens and lawful permanent residents;

~(C) replacing the standards described in subparagraph (B) with
a standard that would allow mission-based or threat-based
permission to access or share information within the scope of the
information sharing environment for a particular purpose that the
Federal Government, through an appropriate process, has
determined to be lawfully permissible for a particular agency,
component, or employee (commonly known as an ~authorized
use' standard); and

~(D) the use of anonymized data by Federal departments,
agencies, or components collecting, possessing, disseminating, or
handling information within the scope of the information sharing
environment, in any cases in which--

~ (i) the use of such information is reasonably expected to
produce results materially equivalent to the use of
information that is transferred or stored in a non-
anonymized form; and

~ (i) such use is consistent with any mission of that
department, agency, or component (including any mission
under a Federal statute or directive of the President) that
involves the storage, retention, sharing, or exchange of
personally identifiable information.

~(2) DEFINITION- In this subsection, the term ~anonymized data’
means data in which the individual to whom the data pertains is not
identifiable with reasonable efforts, including information that has been
encrypted or hidden through the use of other technology.

~ (k) Additional Positions- The program manager is authorized to hire not
more than 40 full-time employees to assist the program manager in--
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~ (1) identifying and resolving information sharing disputes between
Federal departments, agencies, and components under subsection (f)
(2)(A)(iv); and

~(2) other activities associated with the implementation of the
information sharing environment, including--

~(A) implementing the requirements under subsection (b)(2); and

~(B) any additional implementation initiatives to enhance and
expedite the creation of the information sharing environment.

~ (D) Authorization of Appropriations- There is authorized to be appropriated
to carry out this section $30,000,000 for each of fiscal years 2008 and
2009.".

SEC. 113. INTELLIGENCE TRAINING DEVELOPMENT FOR STATE AND
LOCAL GOVERNMENT OFFICIALS.

(a) Curriculum- The Secretary, acting through the Chief Intelligence Officer,
shall--

(1) develop curriculum for the training of State, local, and tribal
government officials relating to the handling, review, and development
of intelligence material; and

(2) ensure that the curriculum includes executive level training.

(b) Training- To the extent possible, the Federal Law Enforcement Training
Center and other existing Federal entities with the capacity and expertise to
train State, local, and tribal government officials based on the curriculum
developed under subsection (a) shall be used to carry out the training
programs created under this section. If such entities do not have the
capacity, resources, or capabilities to conduct such training, the Secretary
may approve another entity to conduct the training.

(c) Consultation- In carrying out the duties described in subsection (a), the
Chief Intelligence Officer shall consult with the Director of the Federal Law
Enforcement Training Center, the Attorney General, the Director of National
Intelligence, the Administrator of the Federal Emergency Management
Agency, and other appropriate parties, such as private industry, institutions
of higher education, nonprofit institutions, and other intelligence agencies of

http://thomas.loc.gov/cgi-bin/query/C?c110:./temp/~c110Z9saYY (23 of 307) [11/27/2007 10:10:51 AM]




Search Results - THOMAS (Library of Congress)

SEC.
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the Federal Government.

(d) Authorization of Appropriations- There are authorized to be appropriated
such sums as are necessary to carry out this section.

114. INFORMATION SHARING INCENTIVES.

(a) Awards- In making cash awards under chapter 45 of title 5, United
States Code, the President or the head of an agency, in consultation with the
program manager designated under section 1016 of the Intelligence Reform
and Terrorist Prevention Act of 2004 (6 U.S.C. 485), may consider the
success of an employee in sharing information within the scope of the
information sharing environment established under that section in a manner
consistent with any policies, guidelines, procedures, instructions, or
standards established by the President or, as appropriate, the program
manager of that environment for the implementation and management of
that environment.

(b) Other Incentives- The head of each department or agency described in
section 1016(i) of the Intelligence Reform and Terrorist Prevention Act of
2004 (6 U.S.C. 485(i)), in consultation with the program manager
designated under section 1016 of the Intelligence Reform and Terrorist
Prevention Act of 2004 (6 U.S.C. 485), shall adopt best practices regarding
effective ways to educate and motivate officers and employees of the
Federal Government to engage in the information sharing environment,
including--

(1) promotions and other nonmonetary awards; and

(2) publicizing information sharing accomplishments by individual
employees and, where appropriate, the tangible end benefits that
resulted.

Subtitle B--Homeland Security Information Sharing Partnerships

121. STATE, LOCAL, AND REGIONAL FUSION CENTER INITIATIVE.

(a2) In General- Subtitle A of title Il of the Homeland Security Act of 2002 (6
U.S.C. 121 et seq.), as amended by this Act, is amended by adding at the
end the following:
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"SEC. 206. STATE, LOCAL, AND REGIONAL FUSION CENTER INITIATIVE.

~(a) Definitions- In this section--

(1) the term ~Chief Intelligence Officer’ means the Chief Intelligence
Officer of the Department;

~(2) the term “fusion center’' means a collaborative effort of 2 or more
Federal, State, local, or tribal government agencies that combines
resources, expertise, or information with the goal of maximizing the
ability of such agencies to detect, prevent, investigate, apprehend, and
respond to criminal or terrorist activity;

~(3) the term “information sharing environment' means the
information sharing environment established under section 1016 of the
Intelligence Reform and Terrorism Prevention Act of 2004 (6 U.S.C.

485);

~(4) the term "intelligence analyst’ means an individual who regularly
advises, administers, supervises, or performs work in the collection,
analysis, evaluation, reporting, production, or dissemination of
information on political, economic, social, cultural, physical,
geographical, scientific, or military conditions, trends, or forces in
foreign or domestic areas that directly or indirectly affect national
security;

~(5) the term ~intelligence-led policing’ means the collection and
analysis of information to produce an intelligence end product designed
to inform law enforcement decision making at the tactical and strategic
levels; and

~(6) the term “terrorism information' has the meaning given that term
in section 1016 of the Intelligence Reform and Terrorist Prevention Act
of 2004 (6 U.S.C. 485).

~(b) Establishment- The Secretary, in consultation with the program
manager of the information sharing environment established under section
1016 of the Intelligence Reform and Terrorist Prevention Act of 2004 (6 U.S.
C. 485), the Attorney General, the Privacy Officer of the Department, the
Officer for Civil Rights and Civil Liberties of the Department, and the Privacy
and Civil Liberties Oversight Board established under section 1061 of the
Intelligence Reform and Terrorist Prevention Act of 2004 (5 U.S.C. 601
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~(v) the Committee on Homeland Security of the House of
Representatives;

~(vi) the Committee on the Judiciary of the House of
Representatives;

~(vii) the Permanent Select Committee on Intelligence of
the House of Representatives; and

~(viii) the Committee on Appropriations of the House of
Representatives.'.

(2) EFFECTIVE DATE- Section 217(a)(11) of the Immigration and
Nationality Act, as added by paragraph (1)(A)(ii) shall take effect on
the date which is 60 days after the date on which the Secretary of
Homeland Security publishes notice in the Federal Register of the
requirement under such paragraph.

(e) Exit System-

(1) IN GENERAL- Not later than 1 year after the date of enactment of
this Act, the Secretary of Homeland Security shall establish an exit
system that records the departure on a flight leaving the United States
of every alien participating in the visa waiver program established
under section 217 of the Immigration and Nationality Act (8 U.S.C.
1187).

(2) SYSTEM REQUIREMENTS- The system established under paragraph
(1) shall--

(A) match biometric information of the alien against relevant
watch lists and immigration information; and

(B) compare such biometric information against manifest
information collected by air carriers on passengers departing the
United States to confirm such individuals have departed the
United States.

(3) REPORT- Not later than 180 days after the date of enactment of
this Act, the Secretary shall submit a report to Congress that
describes--
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(A) the progress made in developing and deploying the exit
system established under this subsection; and

(B) the procedures by which the Secretary will improve the
manner of calculating the rates of nonimmigrants who violate the
terms of their visas by remaining in the United States after the
expiration of such visas.

(f) Authorization of Appropriations- There are authorized to be appropriated
such sums as may be necessary to carry out this section and the
amendments made by this section.

SEC. 502. STRENGTHENING THE CAPABILITIES OF THE HUMAN
SMUGGLING AND TRAFFICKING CENTER.

(a) In General- Section 7202 of the Intelligence Reform and Terrorism
Prevention Act of 2004 (8 U.S.C. 1777) is amended--

(1) in subsection (c)(1), by striking “address' and inserting ~integrate
and disseminate intelligence and information related to’;

(2) by redesignating subsections (d) and (e) as subsections (g) and
(h), respectively; and

(3) by inserting after subsection (c) the following new subsections:

~(d) Director- The Secretary of Homeland Security shall nominate an official
of the Government of the United States to serve as the Director of the
Center, in accordance with the requirements of the memorandum of
understanding entitled the "Human Smuggling and Trafficking Center
(HSTC) Charter'.

~(e) Staffing of the Center-

(1) IN GENERAL- The Secretary of Homeland Security, in cooperation
with heads of other relevant agencies and departments, shall ensure
that the Center is staffed with not fewer than 40 full-time equivalent
positions, including, as appropriate, detailees from the following:

~(A) The Office of Intelligence and Analysis.
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~(B) The Transportation Security Administration.

~(C) The United States Citizenship and Immigration Services.
~(D) The United States Customs and Border Protection.

“(E) The United States Coast Guard.

~(F) The United States Immigration and Customs Enforcement.
~(G) The Central Intelligence Agency.

~(H) The Department of Defense.

(1) The Department of the Treasury.

~(J) The National Counterterrorism Center.

~(K) The National Security Agency.

~(L) The Department of Justice.

~(M) The Department of State.

~(N) Any other relevant agency or department.

~(2) EXPERTISE OF DETAILEES- The Secretary of Homeland Security,
in cooperation with the head of each agency, department, or other
entity set out under paragraph (1), shall ensure that the detailees
provided to the Center under paragraph (1) include an adequate
number of personnel with experience in the area of--

~(A) consular affairs;

~(B) counterterrorism;

~(C) criminal law enforcement;

(D) intelligence analysis;

~(E) prevention and detection of document fraud;
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~(F) border inspection; or
~(G) immigration enforcement.

~(3) REIMBURSEMENT FOR DETAILEES- To the extent that funds are
available for such purpose, the Secretary of Homeland Security shall
provide reimbursement to each agency or department that provides a
detailee to the Center, in such amount or proportion as is appropriate
for costs associated with the provision of such detailee, including costs
for travel by, and benefits provided to, such detailee.

~(f) Administrative Support and Funding- The Secretary of Homeland
Security shall provide to the Center the administrative support and funding
required for its maintenance, including funding for personnel, leasing of
office space, supplies, equipment, technology, training, and travel expenses
necessary for the Center to carry out its functions.'.

(b) Report- Subsection (g) of section 7202 of the Intelligence Reform and
Terrorism Prevention Act of 2004 (8 U.S.C. 1777), as redesignated by
subsection (a)(2), is amended--

(1) in the heading, by striking “Report’' and inserting “INITIAL
REPORT’;

(2) by redesignating such subsection (g) as paragraph (1);

(3) by indenting such paragraph, as so designated, four ems from the
left margin;

(4) by inserting before such paragraph, as so designated, the following:
~(g9) Report- '; and

(5) by inserting after such paragraph, as so designated, the following
new paragraph:

~(2) FOLLOW-UP REPORT- Not later than 180 days after the date of
enactment of the Improving America's Security Act of 2007, the
President shall transmit to Congress a report regarding the operation
of the Center and the activities carried out by the Center, including a
description of--
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~(A) the roles and responsibilities of each agency or department
that is participating in the Center;

~(B) the mechanisms used to share information among each
such agency or department;

~(C) the staff provided to the Center by each such agency or
department;

(D) the type of information and reports being disseminated by
the Center; and

~(E) any efforts by the Center to create a centralized Federal
Government database to store information related to illicit travel
of foreign nationals, including a description of any such database
and of the manner in which information utilized in such a
database would be collected, stored, and shared.’.

(c) Authorization of Appropriations- There are authorized to be appropriated
to the Secretary to carry out section 7202 of the Intelligence Reform and
Terrorism Prevention Act of 2004 (8 U.S.C. 1777), as amended by this
section, $20,000,000 for fiscal year 2008.

503. ENHANCEMENTS TO THE TERRORIST TRAVEL PROGRAM.

Section 7215 of the Intelligence Reform and Terrorism Prevention Act of
2004 (6 U.S.C. 123) is amended to read as follows:

"SEC. 7215. TERRORIST TRAVEL PROGRAM.

~(a) Requirement to Establish- Not later than 90 days after the date of
enactment of the Improving America's Security Act of 2007, the Secretary of
Homeland Security, in consultation with the Director of the National
Counterterrorism Center and consistent with the strategy developed under
section 7201, shall establish a program to oversee the implementation of the
Secretary's responsibilities with respect to terrorist travel.

~(b) Head of the Program- The Secretary of Homeland Security shall
designate an official of the Department of Homeland Security to be
responsible for carrying out the program. Such official shall be--
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~ (1) the Assistant Secretary for Policy of the Department of Homeland
Security; or

~(2) an official appointed by the Secretary who reports directly to the
Secretary.

~(c) Duties- The official designated under subsection (b) shall assist the
Secretary of Homeland Security in improving the Department's ability to
prevent terrorists from entering the United States or remaining in the United
States undetected by--

~(1) developing relevant strategies and policies;

~(2) reviewing the effectiveness of existing programs and
recommending improvements, if necessary;

~(3) making recommendations on budget requests and on the
allocation of funding and personnel;

~(4) ensuring effective coordination, with respect to policies,
programs, planning, operations, and dissemination of intelligence and
information related to terrorist travel--

~(A) among appropriate subdivisions of the Department of
Homeland Security, as determined by the Secretary and
including--

~ (i) the United States Customs and Border Protection;

~ (i) the United States Immigration and Customs
Enforcement;

~ (i) the United States Citizenship and Immigration
Services;

~(iv) the Transportation Security Administration; and
~(v) the United States Coast Guard; and

~(B) between the Department of Homeland Security and other
appropriate Federal agencies; and
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~(5) serving as the Secretary's primary point of contact with the
National Counterterrorism Center for implementing initiatives related
to terrorist travel and ensuring that the recommendations of the
Center related to terrorist travel are carried out by the Department.

~(d) Report- Not later than 180 days after the date of enactment of the
Improving America's Security Act of 2007, the Secretary of Homeland
Security shall submit to the Committee on Homeland Security and
Governmental Affairs of the Senate and the Committee on Homeland
Security of the House of Representatives a report on the implementation of

this section.".

SEC. 504. ENHANCED DRIVER'S LICENSE.

Section 7209(b)(1) of the Intelligence Reform and Terrorism Prevention Act
of 2004 (8 U.S.C. 1185 note) is amended--

(1) in subparagraph (B)--
(A) in clause (vi), by striking "and' at the end;

(B) in clause (vii), by striking the period at the end and inserting
~; and'; and

(C) by adding at the end the following:

~(viii) the signing of a memorandum of agreement to
initiate a pilot program with not less than 1 State to
determine if an enhanced driver's license, which is machine-
readable and tamper proof, not valid for certification of
citizenship for any purpose other than admission into the
United States from Canada, and issued by such State to an
individual, may permit the individual to use the driver's
license to meet the documentation requirements under
subparagraph (A) for entry into the United States from
Canada at the land and sea ports of entry.'; and

(2) by adding at the end the following:

~(C) REPORT- Not later than 180 days after the initiation of the
pilot program described in subparagraph (B)(viii), the Secretary
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of Homeland Security and Secretary of State shall submit to the
appropriate congressional committees a report, which includes--

~ (i) an analysis of the impact of the pilot program on
national security;

~ (i) recommendations on how to expand the pilot program
to other States;

~(iii) any appropriate statutory changes to facilitate the
expansion of the pilot program to additional States and to
citizens of Canada;

~(iv) a plan to scan individuals participating in the pilot
program against United States terrorist watch lists; and

~(v) a recommendation for the type of machine-readable
technology that should be used in enhanced driver's
licenses, based on individual privacy considerations and the
costs and feasibility of incorporating any new technology
into existing driver's licenses.".

SEC. 505. WESTERN HEMISPHERE TRAVEL INITIATIVE.

Before publishing a final rule in the Federal Register, the Secretary shall

conduct--

(1) a complete cost-benefit analysis of the Western Hemisphere Travel
Initiative, authorized under section 7209 of the Intelligence Reform
and Terrorism Prevention Act of 2004 (Public Law 108-458; 8 U.S.C.
1185 note); and

(2) a study of the mechanisms by which the execution fee for a PASS
Card could be reduced, considering the potential increase in the
number of applications.

SEC. 506. MODEL PORTS-OF-ENTRY.

(a) IN GENERAL- The Secretary of Homeland Security shall--

(1) establish a model ports-of-entry program for the purpose of
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providing a more efficient and welcoming international arrival process
in order to facilitate and promote business and tourist travel to the
United States, while also improving security; and

(2) implement the program initially at the 20 United States
international airports with the greatest average annual number of
arriving foreign visitors.

(b) PROGRAM ELEMENTS- The program shall include--

(1) enhanced queue management in the Federal Inspection Services
area leading up to primary inspection;

(2) assistance for foreign travelers once they have been admitted to
the United States, in consultation, as appropriate, with relevant
governmental and nongovernmental entities; and

(3) instructional videos, in English and such other languages as the
Secretary determines appropriate, in the Federal Inspection Services
area that explain the United States inspection process and feature
national, regional, or local welcome videos.

(c) ADDITIONAL CUSTOMS AND BORDER PROTECTION OFFICERS FOR HIGH
VOLUME PORTS- Subject to the availability of appropriations, before the end
of fiscal year 2008 the Secretary of Homeland Security shall employ not less
than an additional 200 Customs and Border Protection officers to address
staff shortages at the 20 United States international airports with the
highest average number of foreign visitors arriving annually.

TITLE VI--PRIVACY AND CIVIL LIBERTIES MATTERS

SEC. 601. MODIFICATION OF AUTHORITIES RELATING TO PRIVACY
AND CIVIL LIBERTIES OVERSIGHT BOARD.

(a) Modification of Authorities- Section 1061 of the National Security
Intelligence Reform Act of 2004 (title | of Public Law 108-458; 5 U.S.C. 601
note) is amended to read as follows:

"SEC. 1061. PRIVACY AND CIVIL LIBERTIES OVERSIGHT BOARD.

(@) In General- There is established within the Executive Office of the
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President a Privacy and Civil Liberties Oversight Board (referred to in this
section as the “Board").

~(b) Findings- Consistent with the report of the National Commission on
Terrorist Attacks Upon the United States, Congress makes the following
findings:

(1) In conducting the war on terrorism, the Government may need
additional powers and may need to enhance the use of its existing
powers.

~(2) This shift of power and authority to the Government calls for an
enhanced system of checks and balances to protect the precious
liberties that are vital to our way of life and to ensure that the
Government uses its powers for the purposes for which the powers
were given.

~(c) Purpose- The Board shall--

~(1) analyze and review actions the executive branch takes to protect
the Nation from terrorism, ensuring that the need for such actions is
balanced with the need to protect privacy and civil liberties; and

~(2) ensure that liberty concerns are appropriately considered in the
development and implementation of laws, regulations, and policies
related to efforts to protect the Nation against terrorism.

~(d) Functions-

(1) ADVICE AND COUNSEL ON POLICY DEVELOPMENT AND
IMPLEMENTATION- The Board shall--

~(A) review proposed legislation, regulations, and policies related
to efforts to protect the Nation from terrorism, including the
development and adoption of information sharing guidelines
under subsections (d) and (f) of section 1016;

~(B) review the implementation of new and existing legislation,
regulations, and policies related to efforts to protect the Nation
from terrorism, including the implementation of information
sharing guidelines under subsections (d) and (f) of section 1016;
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~(C) advise the President and the departments, agencies, and
elements of the executive branch to ensure that privacy and civil
liberties are appropriately considered in the development and
iImplementation of such legislation, regulations, policies, and
guidelines; and

(D) in providing advice on proposals to retain or enhance a
particular governmental power, consider whether the
department, agency, or element of the executive branch has
established--

~ (i) that the need for the power is balanced with the need
to protect privacy and civil liberties;

~ (i) that there is adequate supervision of the use by the
executive branch of the power to ensure protection of
privacy and civil liberties; and

~(iii) that there are adequate guidelines and oversight to
properly confine its use.

~(2) OVERSIGHT- The Board shall continually review--

~(A) the regulations, policies, and procedures, and the
iImplementation of the regulations, policies, and procedures, of
the departments, agencies, and elements of the executive branch
to ensure that privacy and civil liberties are protected;

~(B) the information sharing practices of the departments,
agencies, and elements of the executive branch to determine
whether they appropriately protect privacy and civil liberties and
adhere to the information sharing guidelines issued or developed
under subsections (d) and (f) of section 1016 and to other
governing laws, regulations, and policies regarding privacy and
civil liberties; and

~(C) other actions by the executive branch related to efforts to
protect the Nation from terrorism to determine whether such
actions--

~ (i) appropriately protect privacy and civil liberties; and
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~ (i) are consistent with governing laws, regulations, and
policies regarding privacy and civil liberties.

~(3) RELATIONSHIP WITH PRIVACY AND CIVIL LIBERTIES OFFICERS-
The Board shall--

“(A) review and assess reports and other information from
privacy officers and civil liberties officers under section 1062;

~(B) when appropriate, make recommendations to such privacy
officers and civil liberties officers regarding their activities; and

~(C) when appropriate, coordinate the activities of such privacy
officers and civil liberties officers on relevant interagency matters.

~(4) TESTIMONY- The members of the Board shall appear and testify
before Congress upon request.

~(e) Reports-
(1) IN GENERAL- The Board shall--

~(A) receive and review reports from privacy officers and civil
liberties officers under section 1062; and

~(B) periodically submit, not less than semiannually, reports--

“()(1) to the appropriate committees of Congress, including
the Committee on the Judiciary of the Senate, the
Committee on the Judiciary of the House of
Representatives, the Committee on Homeland Security and
Governmental Affairs of the Senate, the Committee on
Oversight and Government Reform of the House of
Representatives, the Select Committee on Intelligence of
the Senate, and the Permanent Select Committee on
Intelligence of the House of Representatives; and

~ (1) to the President; and

~(ii) which shall be in unclassified form to the greatest
extent possible, with a classified annex where necessary.
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~(2) CONTENTS- Not less than 2 reports submitted each year under
paragraph (1)(B) shall include--

~(A) a description of the major activities of the Board during the
preceding period;

~(B) information on the findings, conclusions, and
recommendations of the Board resulting from its advice and
oversight functions under subsection (d);

~(C) the minority views on any findings, conclusions, and
recommendations of the Board resulting from its advice and
oversight functions under subsection (d);

~(D) each proposal reviewed by the Board under subsection (d)
(1) that--

~ (i) the Board advised against implementation; and

~ (i) notwithstanding such advice, actions were taken to
implement; and

~(E) for the preceding period, any requests submitted under
subsection (g)(1)(D) for the issuance of subpoenas that were
modified or denied by the Attorney General.

~ () Informing the Public- The Board shall--

~ (1) make its reports, including its reports to Congress, available to
the public to the greatest extent that is consistent with the protection
of classified information and applicable law; and

~(2) hold public hearings and otherwise inform the public of its
activities, as appropriate and in a manner consistent with the
protection of classified information and applicable law.

~(g) Access to Information-

(1) AUTHORIZATION- If determined by the Board to be necessary to
carry out its responsibilities under this section, the Board is authorized
to--
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~(A) have access from any department, agency, or element of
the executive branch, or any Federal officer or employee, to all
relevant records, reports, audits, reviews, documents, papers,
recommendations, or other relevant material, including classified
information consistent with applicable law;

~(B) interview, take statements from, or take public testimony
from personnel of any department, agency, or element of the
executive branch, or any Federal officer or employee;

~(C) request information or assistance from any State, tribal, or
local government; and

~ (D) at the direction of a majority of the members of the Board,
submit a written request to the Attorney General of the United
States that the Attorney General require, by subpoena, persons
(other than departments, agencies, and elements of the
executive branch) to produce any relevant information,
documents, reports, answers, records, accounts, papers, and
other documentary or testimonial evidence.

~(2) REVIEW OF SUBPOENA REQUEST-

“(A) IN GENERAL- Not later than 30 days after the date of
receipt of a request by the Board under paragraph (1)(D), the
Attorney General shall--

~(i) issue the subpoena as requested; or

~ (i) provide the Board, in writing, with an explanation of
the grounds on which the subpoena request has been
modified or denied.

~(B) NOTIFICATION- If a subpoena request is modified or denied
under subparagraph (A)(ii), the Attorney General shall, not later

than 30 days after the date of that modification or denial, notify

the Committee on the Judiciary of the Senate and the Committee
on the Judiciary of the House of Representatives.

~(3) ENFORCEMENT OF SUBPOENA- In the case of contumacy or
failure to obey a subpoena issued pursuant to paragraph (1)(D), the
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United States district court for the judicial district in which the
subpoenaed person resides, is served, or may be found may issue an
order requiring such person to produce the evidence required by such
subpoena.

~(4) AGENCY COOPERATION- Whenever information or assistance
requested under subparagraph (A) or (B) of paragraph (1) is, in the
judgment of the Board, unreasonably refused or not provided, the
Board shall report the circumstances to the head of the department,
agency, or element concerned without delay. The head of the
department, agency, or element concerned shall ensure that the Board
IS given access to the information, assistance, material, or personnel
the Board determines to be necessary to carry out its functions.

~(h) Membership-

(1) MEMBERS- The Board shall be composed of a full-time chairman
and 4 additional members, who shall be appointed by the President, by
and with the advice and consent of the Senate.

“(2) QUALIFICATIONS- Members of the Board shall be selected solely
on the basis of their professional qualifications, achievements, public
stature, expertise in civil liberties and privacy, and relevant
experience, and without regard to political affiliation, but in no event
shall more than 3 members of the Board be members of the same
political party.

~(3) INCOMPATIBLE OFFICE- An individual appointed to the Board may
not, while serving on the Board, be an elected official, officer, or
employee of the Federal Government, other than in the capacity as a
member of the Board.

~(4) TERM- Each member of the Board shall serve a term of 6 years,
except that--

~(A) a member appointed to a term of office after the
commencement of such term may serve under such appointment
only for the remainder of such term;

~(B) upon the expiration of the term of office of a member, the
member shall continue to serve until the member's successor has
been appointed and qualified, except that no member may serve
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under this subparagraph--

~ (i) for more than 60 days when Congress is in session
unless a nomination to fill the vacancy shall have been
submitted to the Senate; or

~ (i) after the adjournment sine die of the session of the
Senate in which such nomination is submitted; and

~(C) the members first appointed under this subsection after the
date of enactment of the Improving America's Security Act of
2007 shall serve terms of two, three, four, five, and six years,
respectively, with the term of each such member to be
designated by the President.

~(5) QUORUM AND MEETINGS- After its initial meeting, the Board shall
meet upon the call of the chairman or a majority of its members.
Three members of the Board shall constitute a quorum.

~ (i) Compensation and Travel Expenses-
(1) COMPENSATION-

~(A) CHAIRMAN- The chairman of the Board shall be
compensated at the rate of pay payable for a position at level 111
of the Executive Schedule under section 5314 of title 5, United
States Code.

~(B) MEMBERS- Each member of the Board shall be compensated
at a rate of pay payable for a position at level IV of the Executive
Schedule under section 5315 of title 5, United States Code, for
each day during which that member is engaged in the actual
performance of the duties of the Board.

~(2) TRAVEL EXPENSES- Members of the Board shall be allowed travel
expenses, including per diem in lieu of subsistence, at rates authorized
for persons employed intermittently by the Government under section

5703(b) of title 5, United States Code, while away from their homes or
regular places of business in the performance of services for the Board.

~(j) Staff-
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(1) APPOINTMENT AND COMPENSATION- The chairman of the Board,
in accordance with rules agreed upon by the Board, shall appoint and
fix the compensation of a full-time executive director and such other
personnel as may be necessary to enable the Board to carry out its
functions, without regard to the provisions of title 5, United States
Code, governing appointments in the competitive service, and without
regard to the provisions of chapter 51 and subchapter Il of chapter 53
of such title relating to classification and General Schedule pay rates,
except that no rate of pay fixed under this subsection may exceed the
equivalent of that payable for a position at level V of the Executive
Schedule under section 5316 of title 5, United States Code.

~(2) DETAILEES- Any Federal employee may be detailed to the Board
without reimbursement from the Board, and such detailee shall retain
the rights, status, and privileges of the detailee's regular employment
without interruption.

~(3) CONSULTANT SERVICES- The Board may procure the temporary
or intermittent services of experts and consultants in accordance with
section 3109 of title 5, United States Code, at rates that do not exceed
the daily rate paid a person occupying a position at level 1V of the
Executive Schedule under section 5315 of such title.

~ (k) Security Clearances- The appropriate departments, agencies, and
elements of the executive branch shall cooperate with the Board to
expeditiously provide the Board members and staff with appropriate security
clearances to the extent possible under existing procedures and
requirements.

(D Treatment as Agency, Not as Advisory Committee- The Board--

~(1) is an agency (as defined in section 551(1) of title 5, United States
Code); and

~(2) is not an advisory committee (as defined in section 3(2) of the
Federal Advisory Committee Act (5 U.S.C. App.)).

~(m) Authorization of Appropriations- There are authorized to be
appropriated to carry out this section amounts as follows:

~(1) For fiscal year 2008, $5,000,000.
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~(2) For fiscal year 2009, $6,650,000.
~(3) For fiscal year 2010, $8,300,000.
~(4) For fiscal year 2011, $10,000,000.

~(5) For fiscal year 2012, and each fiscal year thereafter, such sums
as may be necessary.'.

(b) Continuation of Service of Current Members of Privacy and Civil Liberties
Board- The members of the Privacy and Civil Liberties Oversight Board as of
the date of enactment of this Act may continue to serve as members of that
Board after that date, and to carry out the functions and exercise the
powers of that Board as specified in section 1061 of the National Security
Intelligence Reform Act of 2004 (as amended by subsection (a)), until--

(1) in the case of any individual serving as a member of the Board
under an appointment by the President, by and with the advice and
consent of the Senate, the expiration of a term designated by the
President under section 1061(h)(4)(C) of such Act (as so amended);

(2) in the case of any individual serving as a member of the Board
other than under an appointment by the President, by and with the
advice and consent of the Senate, the confirmation or rejection by the
Senate of that member's nomination to the Board under such section
1061 (as so amended), except that no such individual may serve as a
member under this paragraph--

(A) for more than 60 days when Congress is in session unless a
nomination of that individual to be a member of the Board has
been submitted to the Senate; or

(B) after the adjournment sine die of the session of the Senate in
which such nomination is submitted; or

(3) the appointment of members of the Board under such section 1061
(as so amended), except that no member may serve under this
paragraph--

(A) for more than 60 days when Congress is in session unless a
nomination to fill the position on the Board shall have been
submitted to the Senate; or

http://thomas.loc.gov/cgi-bin/query/C?c110:./temp/~c110Z9saYY (114 of 307) [11/27/2007 10:10:51 AM]




Search Results - THOMAS (Library of Congress)

(B) after the adjournment sine die of the session of the Senate in
which such nomination is submitted.

SEC. 602. PRIVACY AND CIVIL LIBERTIES OFFICERS.

(a) In General- Section 1062 of the National Security Intelligence Reform
Act of 2004 (title I of Public Law 108-458; 118 Stat. 3688) is amended to
read as follows:

"SEC. 1062. PRIVACY AND CIVIL LIBERTIES OFFICERS.

~(a) Designation and Functions- The Attorney General, the Secretary of
Defense, the Secretary of State, the Secretary of the Treasury, the
Secretary of Health and Human Services, the Secretary of Homeland
Security, the Director of National Intelligence, the Director of the Central
Intelligence Agency, and the head of any other department, agency, or
element of the executive branch designated by the Privacy and Civil Liberties
Oversight Board under section 1061 to be appropriate for coverage under
this section shall designate not less than 1 senior officer to--

~(1) assist the head of such department, agency, or element and other
officials of such department, agency, or element in appropriately
considering privacy and civil liberties concerns when such officials are
proposing, developing, or implementing laws, regulations, policies,
procedures, or guidelines related to efforts to protect the Nation
against terrorism;

~(2) periodically investigate and review department, agency, or
element actions, policies, procedures, guidelines, and related laws and
their implementation to ensure that such department, agency, or
element is adequately considering privacy and civil liberties in its
actions;

~(3) ensure that such department, agency, or element has adequate
procedures to receive, investigate, respond to, and redress complaints
from individuals who allege such department, agency, or element has
violated their privacy or civil liberties; and

~(4) in providing advice on proposals to retain or enhance a particular
governmental power the officer shall consider whether such
department, agency, or element has established--
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~(A) that the need for the power is balanced with the need to
protect privacy and civil liberties;

~(B) that there is adequate supervision of the use by such
department, agency, or element of the power to ensure
protection of privacy and civil liberties; and

~(C) that there are adequate guidelines and oversight to properly
confine its use.

~(b) Exception to Designation Authority-

(1) PRIVACY OFFICERS- In any department, agency, or element
referred to in subsection (a) or designated by the Privacy and Civil
Liberties Oversight Board, which has a statutorily created privacy
officer, such officer shall perform the functions specified in subsection
(a) with respect to privacy.

~(2) CIVIL LIBERTIES OFFICERS- In any department, agency, or
element referred to in subsection (a) or designated by the Board,
which has a statutorily created civil liberties officer, such officer shall
perform the functions specified in subsection (a) with respect to civil
liberties.

~(c) Supervision and Coordination- Each privacy officer or civil liberties
officer described in subsection (a) or (b) shall--

~ (1) report directly to the head of the department, agency, or element
concerned; and

~(2) coordinate their activities with the Inspector General of such
department, agency, or element to avoid duplication of effort.

~(d) Agency Cooperation- The head of each department, agency, or element
shall ensure that each privacy officer and civil liberties officer--

(1) has the information, material, and resources necessary to fulfill
the functions of such officer;

~(2) is advised of proposed policy changes;
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~(3) is consulted by decision makers; and

~(4) is given access to material and personnel the officer determines
to be necessary to carry out the functions of such officer.

~(e) Reprisal for Making Complaint- No action constituting a reprisal, or
threat of reprisal, for making a complaint or for disclosing information to a
privacy officer or civil liberties officer described in subsection (a) or (b), or to
the Privacy and Civil Liberties Oversight Board, that indicates a possible
violation of privacy protections or civil liberties in the administration of the
programs and operations of the Federal Government relating to efforts to
protect the Nation from terrorism shall be taken by any Federal employee in
a position to take such action, unless the complaint was made or the
information was disclosed with the knowledge that it was false or with willful
disregard for its truth or falsity.

~(f) Periodic Reports-

(1) IN GENERAL- The privacy officers and civil liberties officers of
each department, agency, or element referred to or described in
subsection (a) or (b) shall periodically, but not less than quarterly,
submit a report on the activities of such officers--

~“(A)(i) to the appropriate committees of Congress, including the
Committee on the Judiciary of the Senate, the Committee on the
Judiciary of the House of Representatives, the Committee on
Homeland Security and Governmental Affairs of the Senate, the
Committee on Oversight and Government Reform of the House of
Representatives, the Select Committee on Intelligence of the
Senate, and the Permanent Select Committee on Intelligence of
the House of Representatives;

~ (i) to the head of such department, agency, or element; and
~(iii) to the Privacy and Civil Liberties Oversight Board; and

~(B) which shall be in unclassified form to the greatest extent
possible, with a classified annex where necessary.

~(2) CONTENTS- Each report submitted under paragraph (1) shall
include information on the discharge of each of the functions of the
officer concerned, including--
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~(A) information on the number and types of reviews undertaken;

~(B) the type of advice provided and the response given to such
advice;

~(C) the number and nature of the complaints received by the
department, agency, or element concerned for alleged violations;
and

(D) a summary of the disposition of such complaints, the
reviews and inquiries conducted, and the impact of the activities
of such officer.

~(9) Informing the Public- Each privacy officer and civil liberties officer shall--

~ (1) make the reports of such officer, including reports to Congress,
available to the public to the greatest extent that is consistent with the
protection of classified information and applicable law; and

~(2) otherwise inform the public of the activities of such officer, as
appropriate and in a manner consistent with the protection of classified
information and applicable law.

~(h) Savings Clause- Nothing in this section shall be construed to limit or
otherwise supplant any other authorities or responsibilities provided by law
to privacy officers or civil liberties officers.".

(b) Clerical Amendment- The table of contents for the Intelligence Reform
and Terrorism Prevention Act of 2004 (Public Law 108-458) is amended by
striking the item relating to section 1062 and inserting the following new
item:

~Sec. 1062. Privacy and civil liberties officers.".
SEC. 603. DEPARTMENT PRIVACY OFFICER.

Section 222 of the Homeland Security Act of 2002 (6 U.S.C. 142) is
amended--

(1) by inserting ~(a) Appointment and Responsibilities- ' before “The
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Secretary'; and
(2) by adding at the end the following:
~(b) Authority To Investigate-

(1) IN GENERAL- The senior official appointed under subsection (a)
may--

~(A) have access to all records, reports, audits, reviews,
documents, papers, recommendations, and other materials
available to the Department that relate to programs and
operations with respect to the responsibilities of the senior official
under this section;

~(B) make such investigations and reports relating to the
administration of the programs and operations of the Department
that are necessary or desirable as determined by that senior
official;

~(C) subject to the approval of the Secretary, require by
subpoena the production, by any person other than a Federal
agency, of all information, documents, reports, answers, records,
accounts, papers, and other data and documentary evidence
necessary to performance of the responsibilities of the senior
official under this section; and

~(D) administer to or take from any person an oath, affirmation,
or affidavit, whenever necessary to performance of the
responsibilities of the senior official under this section.

~(2) ENFORCEMENT OF SUBPOENAS- Any subpoena issued under
paragraph (1)(C) shall, in the case of contumacy or refusal to obey, be
enforceable by order of any appropriate United States district court.

~(3) EFFECT OF OATHS- Any oath, affirmation, or affidavit
administered or taken under paragraph (1)(D) by or before an
employee of the Privacy Office designated for that purpose by the
senior official appointed under subsection (a) shall have the same
force and effect as if administered or taken by or before an officer
having a seal of office.
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~(c) Supervision and Coordination-

(1) IN GENERAL- The senior official appointed under subsection (a)
shall--

“(A) report to, and be under the general supervision of, the
Secretary; and

~(B) coordinate activities with the Inspector General of the
Department in order to avoid duplication of effort.

~(2) NOTIFICATION TO CONGRESS ON REMOVAL- If the Secretary
removes the senior official appointed under subsection (a) or transfers
that senior official to another position or location within the
Department, the Secretary shall--

“(A) promptly submit a written notification of the removal or
transfer to Houses of Congress; and

~(B) include in any such notification the reasons for the removal
or transfer.

~(d) Reports by Senior Official to Congress- The senior official appointed
under subsection (a) shall--

~ (1) submit reports directly to the Congress regarding performance of
the responsibilities of the senior official under this section, without any
prior comment or amendment by the Secretary, Deputy Secretary, or

any other officer or employee of the Department or the Office of
Management and Budget; and

~(2) inform the Committee on Homeland Security and Governmental
Affairs of the Senate and the Committee on Homeland Security of the
House of Representatives not later than--

~“(A) 30 days after the Secretary disapproves the senior official’'s
request for a subpoena under subsection (b)(1)(C) or the
Secretary substantively modifies the requested subpoena; or

~(B) 45 days after the senior official's request for a subpoena
under subsection (b)(1)(C), if that subpoena has not either been
approved or disapproved by the Secretary.'.
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SEC. 604. FEDERAL AGENCY DATA MINING REPORTING ACT OF 2007.

(a) Short Title- This section may be cited as the ~Federal Agency Data
Mining Reporting Act of 2007".

(b) Definitions- In this section:

(1) DATA MINING- The term ~data mining' means a program involving
pattern-based queries, searches, or other analyses of 1 or more
electronic databases, where--

(A) a department or agency of the Federal Government, or a non-
Federal entity acting on behalf of the Federal Government, is
conducting the queries, searches, or other analyses to discover
or locate a predictive pattern or anomaly indicative of terrorist or
criminal activity on the part of any individual or individuals;

(B) the queries, searches, or other analyses are not subject-
based and do not use personal identifiers of a specific individual,
or inputs associated with a specific individual or group of
individuals, to retrieve information from the database or
databases; and

(C) the purpose of the queries, searches, or other analyses is not
solely--

(i) the detection of fraud, waste, or abuse in a Government
agency or program; or

(ii) the security of a Government computer system.

(2) DATABASE- The term ~database’ does not include telephone
directories, news reporting, information publicly available to any
member of the public without payment of a fee, or databases of
judicial and administrative opinions or other legal research sources.

(c) Reports on Data Mining Activities by Federal Agencies-

(1) IN GENERAL- Subsection (d) of this section shall have no force or
effect.
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(2) REPORTS-

(A) REQUIREMENT FOR REPORT- The head of each department
or agency of the Federal Government that is engaged in any
activity to use or develop data mining shall submit a report to
Congress on all such activities of the department or agency
under the jurisdiction of that official. The report shall be
produced in coordination with the privacy officer of that
department or agency, if applicable, and shall be made available
to the public, except for an annex described in subparagraph (C).

(B) CONTENT OF REPORT- Each report submitted under
subparagraph (A) shall include, for each activity to use or
develop data mining, the following information:

(i) A thorough description of the data mining activity, its
goals, and, where appropriate, the target dates for the
deployment of the data mining activity.

(i) A thorough description of the data mining technology
that is being used or will be used, including the basis for
determining whether a particular pattern or anomaly is
indicative of terrorist or criminal activity.

(iii) A thorough description of the data sources that are
being or will be used.

(iv) An assessment of the efficacy or likely efficacy of the
data mining activity in providing accurate information
consistent with and valuable to the stated goals and plans
for the use or development of the data mining activity.

(v) An assessment of the impact or likely impact of the
implementation of the data mining activity on the privacy
and civil liberties of individuals, including a thorough
description of the actions that are being taken or will be
taken with regard to the property, privacy, or other rights
or privileges of any individual or individuals as a result of
the implementation of the data mining activity.

(vi) A list and analysis of the laws and regulations that
govern the information being or to be collected, reviewed,
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gathered, analyzed, or used in conjunction with the data
mining activity, to the extent applicable in the context of
the data mining activity.

(vii) A thorough discussion of the policies, procedures, and
guidelines that are in place or that are to be developed and
applied in the use of such data mining activity in order to--

(1) protect the privacy and due process rights of
individuals, such as redress procedures; and

(1) ensure that only accurate and complete
information is collected, reviewed, gathered,
analyzed, or used, and guard against any harmful
consequences of potential inaccuracies.

(C) ANNEX-

() IN GENERAL- A report under subparagraph (A) shall
include in an annex any necessary--

(1) classified information;
(1) law enforcement sensitive information;
(111) proprietary business information; or

(IV) trade secrets (as that term is defined in section
1839 of title 18, United States Code).

(i) AVAILABILITY- Any annex described in clause (i)--

(D) shall be available, as appropriate, and consistent
with the National Security Act of 1947 (50 U.S.C. 401
et seq.), to the Committee on Homeland Security and
Governmental Affairs, the Committee on the
Judiciary, the Select Committee on Intelligence, the
Committee on Appropriations, and the Committee on
Banking, Housing, and Urban Affairs of the Senate
and the Committee on Homeland Security, the
Committee on the Judiciary, the Permanent Select
Committee on Intelligence, the Committee on
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Appropriations, and the Committee on Financial
Services of the House of Representatives; and

(1) shall not be made available to the public.

(D) TIME FOR REPORT- Each report required under subparagraph
(A) shall be--

(i) submitted not later than 180 days after the date of
enactment of this Act; and

(ii) updated not less frequently than annually thereafter, to
include any activity to use or develop data mining engaged
in after the date of the prior report submitted under
subparagraph (A).

(d) Reports on Data Mining Activities by Federal Agencies-

(1) REQUIREMENT FOR REPORT- The head of each department or
agency of the Federal Government that is engaged in any activity to
use or develop data mining shall submit a report to Congress on all
such activities of the department or agency under the jurisdiction of
that official. The report shall be made available to the public, except
for a classified annex described paragraph (2)(H).

(2) CONTENT OF REPORT- Each report submitted under paragraph (1)
shall include, for each activity to use or develop data mining, the
following information:

(A) A thorough description of the data mining activity, its goals,
and, where appropriate, the target dates for the deployment of
the data mining activity.

(B) A thorough description, without revealing existing patents,
proprietary business processes, trade secrets, and intelligence
sources and methods, of the data mining technology that is being
used or will be used, including the basis for determining whether
a particular pattern or anomaly is indicative of terrorist or
criminal activity.

(C) A thorough description of the data sources that are being or
will be used.
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(D) An assessment of the efficacy or likely efficacy of the data
mining activity in providing accurate information consistent with
and valuable to the stated goals and plans for the use or
development of the data mining activity.

(E) An assessment of the impact or likely impact of the
implementation of the data mining activity on the privacy and
civil liberties of individuals, including a thorough description of
the actions that are being taken or will be taken with regard to
the property, privacy, or other rights or privileges of any
individual or individuals as a result of the implementation of the
data mining activity.

(F) A list and analysis of the laws and regulations that govern the
information being or to be collected, reviewed, gathered,
analyzed, or used with the data mining activity.

(G) A thorough discussion of the policies, procedures, and
guidelines that are in place or that are to be developed and
applied in the use of such technology for data mining in order to--

(i) protect the privacy and due process rights of individuals,
such as redress procedures; and

(ii) ensure that only accurate information is collected,
reviewed, gathered, analyzed, or used.

(H) Any necessary classified information in an annex that shall be
available, as appropriate, to the Committee on Homeland
Security and Governmental Affairs, the Committee on the
Judiciary, the Select Committee on Intelligence, and the
Committee on Appropriations of the Senate and the Committee
on Homeland Security, the Committee on the Judiciary, the
Permanent Select Committee on Intelligence, and the Committee
on Appropriations of the House of Representatives.

(3) TIME FOR REPORT- Each report required under paragraph (1) shall
be--

(A) submitted not later than 180 days after the date of
enactment of this Act; and
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